OMS5P-AN Quick AP Setup using OpenWRT

The OMS5P-AN does not come with any firmware installed. In order to use the radio as an access point we need to flash
the device with OpenWRT then do some simple setup steps. This install guide uses Windows OS for installation. If you
are using a variation of Linux, please see the OpenWRT install guide:
http://wiki.openwrt.org/doc/howto/generic.flashing

The default configuration for OpenWRT is to have 1 WAN port and 1 LAN port with both 2.4GHz and 5GHz WiFi disabled
and the IP scheme does not match the FRC format, if you are not an FRC team you can skip changing the radio's IP
address .

For general purposes, both ports on the same network allow use of 1 for the roboRIO, and the second for an IP camera,
or connect tethered to your laptop. We will also configure both 2.4GHz and 5GHz WiFi bands to have broadcast the
same SSID expected by the FRC format, if you are not an FRC team you can set the SSIDs to whatever you choose.

Overview:

Downloads

Installing OpenWRT firmware

Connecting to radio to edit settings

Changing default settings to connect ports on same network
Turn on WiFi

Change radio's IP address
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1. Downloads:
For install through Windows three downloads are required to program the radio:

1. WinPcap (http://www.winpcap.org/install/default.htm)

a. This allows network access to the radio through Ethernet, once installed continue to next download.

2. openwrt-15.05-ar71xx-generic-om5p-squashfs-factory.bin
(https://downloads.openwrt.org/chaos_calmer/15.05/ar71xx/generic/openwrt-15.05-ar71xx-generic-om5p-
squashfs-factory.bin)

a. This is the latest firmware of OpenWRT as of 09/14/2015, save this to a location that is easy to use in a
command prompt window, ie C:\om5p

3. ap51-flash.exe (http://files.andymark.com/ap51-flash.exe)

a. This is the flashing tool for the firmware (Thanks goes to Kevin O. at FIRST for compiling this version that
works with the OM5P-AN), this can be saved to the same location as the firmware.



2. Install of OpenWRT Firmware:

1. Once you have downloaded the three files and installed WinPcap open a command prompt window. This can be
done by clicking on the start menu, then 'Run’ and typing in 'cmd' and pressing 'OK' as well as many other methods.
Once opened navigate to the folder you downloaded the firmware and flash tool to.

a. Asimple command as "cd c:\om5p" would work if downloaded to this location.

G CHVWINDOWS system32hcmd.exe = = “

Microsoft Windows [Uersion 6.3.9760H]
(c>» 2813 Microsoft Corporation. All rights reserved.

C: \Users\jem=c Snombp

c =“om5Sp>

2. Once in this correct location you can type the following command:
a. ap51-flash.exe
b. It should result in something similar

o CHWINDOWSysystem32hcmd.exe

c=~omSpraptl—flash.exe

Error — no interface specified

Uzage :

ap51-flash.exe interface image flash router with given image
lap51—flash.exe —vu prints version information

One or multiple images of the following type can bhe specified:
#*# uboot image

#* phiguiti image

# combined image

#* combined ext image

The interface has to be one of the devicez that are part of the supported device
list which follows.
You can either specify its name or the interface number.

1: “Device~NPFF_{B?AE5CH2—C?30—-4477?-8C86—75EFDF1BACAD:
(Description: Microsoft)

2: \Device“NPF_{AB19EBRE-57CE-46E1-A3FA-ABDAADZBIBAS>
(Description: Atheroz L1C PCI-E Ethernet Controller)

3: “Device~NPF_{C3@CBCRE-F282-499F-8D71-FE?8BCYFC3BD>
(Description: Microsoft)

4: “Device~NPF_{155F7?1AF-A1AF-499C-ADAC-B?FBEIAIA12ERY
(Description: Microsoft)>

5: “Device~NPFF_{7861DA7A—CEB1-4853-2C82-14D1CDD1B53683
(Description: Microsoft)

c=homSp>

c. The bottom is a list of interface numbers, you want the one that matches the Ethernet port you will be
using. It might have the word 'Ethernet’ in the description, the descriptions match what is listed in your
network connections list in windows settings.

d. Next enter the command: ap51-flash.exe {INTERFACE#} openwrt-15.05-ar71xx-generic-om5p-squashfs-
factory.bin

@ CAWINDOW S\ systemn 3 \cmd.exe - aps1-flash.exe 2 openwrt-15.05-ar7 oc-gen.. — = “
(Description: Microsoftl

“Device~NPF_{AB17EBAE-57CE—46E1-A3FA—ABDAAD2ZA?BAS >
(Description: Atheros L1C PCI-E Ethernet Controller)

“Device~NPFF_{GC3BACBCAE-F282-499F-8D71-FE?8BCYFC38D>
(Description: Microsoftd

sDevicesNPF_{155F71AF-B1AF-499C-ADAC-B?YFBYB9A19EA>
(Description: Microsoftd

sDevice~NPF_{7861DA7A—-CEB1-4853-2C82—-14D1CDD1B5383
(Description: Microsoftd

ombpraphl—flacsh_exe 2 openwrt—15% . B85-ar?lxx—generic—omSp—sgquashfs—factory_bin
verify image path: openwrt—15.085-ar?ixx—generic—omSp—squashfs—factory.bhin: combi
ned ext image (3458215 hytes)
Listening on interface: “Device~NPF_{AB19EBA8-57C8—46E1-A3IFA—ABDAADZA?BASY




e. The PCis now waiting for the radio to connect to the port specified.
3. The radio now needs to be connected.

a. Pluginan Ethernet cable to the port farthest to the Power Plug labeled: 802.3af POE'

b. Attach the other end to the port specified in step 3

c. After the Ethernet is plugged in, connect power to the radio

i. This must be done last as the firmware loading only works during the bootup sequence.

4. Wait for programming to finish

a. Once the radio begins it's bootup sequence you should see something similar to this:

E CHWINDOWS system32hocmd.exe - apS1-flash.exe 2 openwrt-15.05-ar7 Tx-gen. ~— = “

c:wombhpraphl—flash.exe 2 openurt—15._ A5%—-ar?lxx—generic—ombSp—squashfzs—factory_hin
verify image path: openuwrt—15._05-ar?lxx—generic—ombp—squashfs—factory_bin: combi
ned ext image (345%8215 bytesd

Liztening on interface: “Device~NPF_{AB1?EBBE-57CE—-46E1-A3FA-ABDAADZBIBAS>
[ac:86:74:36:Yb=801: type ‘OMS5P-AM router’ detected

[ac:86:74:36:Yb=881: OM5P-AN router: tftp client asks for ‘'fuupgrade.cfg’,. servi
ng fuwupgrade.cfg portion of: openurt—15.85—-ar?lxx—generic—ombp—squashfs—factory.
bhin €1 bhlocks) ...

[ac:86:74:36:Yb=881: OMS5P-AN router: tftp client asks for ‘kernel’. serving kern
il)purtiun of = openurt—-15 . B5-arflxx—generic—ombp—squashfs—factory.hin (2146 hloc
[ac:86:74:36:7h:881: OM5P-AN router: tftp client asks for ‘rootfs’, serving root
is)purtiun of & openurt—15.05-ar?lxx—generic—ombp—squashfs—factory.bin <4689 hloc
[ac:86:P4:36:Yh:=8A1: OM5P-AN router: image successfully transmitted — writing im
age to flash ...

[ac:86:74:36:Yh=8A1: OM5P-AN router: flash complete. Device ready to wunplug.

b. Wait for it to show "Device ready to unplug"

c. CLOSE the command prompt window
Then power cycle the radio and wait for the Power LED indicator to be Solid and the Port indicator two
away from the Power LED to be blinking randomly.



3. Connecting to the Radio to edit settings:

1. Open a browser (in this instance we use Chrome) and type in the URL bar 192.168.1.1

& Openwit - LuCl x5 1
- CH 1921681

OpenWrt

@
"

No password set!

Them @ mo pessword st 00 this roter Ploase configire a root pasawond to grotoct the wab imtedace and enable SSH
Ga to password configuration...

Authorization Required

Please enter your usamams and password
Usemame '

Password

M Logn @ Resat

Puenrad by LuCt (gh-15 248 30277-3836045) 1 OpenWit Chass Calmer 15 05

a. Troubleshooting - if you are unable to get to this page, be sure that you are plugged into the radio's port
labeled '802.3af POE' the furthest port from the power plug. You should have also power cycled the radio
and have a blinking LED two away from the solid power LED. You can also check that the radio is giving your
PC an IP address and it's not set to a static IP address.

2. Click Login to get to the main page

T OpenWirt - Owerview - Lul %

€ - X M [1192168.1.1//cgi-binfud/stok=547d904ee0bb08b{5 Tadc 1 c4fa1591b6 vel £ % =

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Status
System
Hostname OpenWrt
Model OpenMesh OMBP AN
Firmware Version OpenWrt Chaos Calmer 15.05 / LuCl (git-15.248.30277-3836b45)
Kemel Version 3.18.20
Local Time
Uptime

Load Average




3. Click on the "Go to password configuration" at the top in the yellow box to set a password and remove the warning.

@ Opertrt - Adrinistration x

p—-

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Router Password

Changes the administrator password for accessing the device

Password

e}

Confirmation

T

4. After entering the password twice, you must scroll to the bottom of the page to save this change. Remember this
for other steps.

@ Open'rt - Administration x

€ - C M [1192168.1.1/ /cgi-binfucif;stok=547d904ec0bb08b{5 Tadc1 c4fal591b6/adminsystern/admin ve| &1 %

SSH-Keys

Here you can paste public SSH-Keys (one per line) for SSH public-key authentication.

Powered by LuCl (git-15.248.30277-3836b45) / OpenWrt Chaos Calmer 15.05 -




4. Programming the Radio to have both ports connected to the same network.

1. Select 'Interfaces' under the 'Network' Menu

@ Open'Wrt - Administratior %

&« C A [1192.168.1.1/cgi-binflucif;stok=547d904ee0bb08b{5 7adcT c4fal 591b6/admin/systemfadmin el = | % =

Interfaces

Password successfully changed!

Router Password

Changes the administrator password for ad]

Password

e}

Confirmation

e}

2. Delete the 'WAN' and 'WANG6' interfaces

& Operitin- tefaces - Ly x
« CH 19216811 /ca-baryiun 17450 enit vt ol 4 t 0 g m
OpenWrt

Interfaces
Interface Overview
Network Status Actionn
Uptinse. 230 54m Ss =
LA MACAddress: AC 55 74 35 75 80 & Ceonnect 9 Swep 4 £fat %] Dsdale
LA 4 a1 RX 63979 %3 (3061 Pkis )
brden 572 51 B (5065 Pass |
24
SO6DEET VER
DR Uptienec 20 Om Ds -
— Addiwes: DO 0010060 00 % =  Cennest 9 S 4 &= = Dedite
£ RX 0.00 8 (0 Phas |
o=l TX. 0.00 B 40 Phn)
N B Uptionec 30 Om s
| MAC Adcdress: 0D 00 000000 19 2 omneet ) | @, Siop R O
[ RX 0008 (0 Phs
i) T 000 8 (0 Pkix

to

l?;-:pm'#n bekefeces - Ly x

“~ CH 19216811 ; 17 d90a biS Todc1 catat h it twork/rer = TR

Interfaces

Interface Overview
Network Status Actions

Edt x| Dslato

[

o Connect ® Swp
otectng dats

13 Acd naw Interfoce

Global network options

IPvE LLA-Prafis | AT 2




3. Click 'Edit' under Actions on the 'LAN' network

B Operidt - terteces - Ly

- cCH 1929681191 | f 473044 (B0 B1YS T e (41 At ) twet /ety A_D%'.‘.‘.E

Interfaces - LAN

O this pape you can conligues e network leterdaces You can bidoe several intefaces Dy toking e "bedge Dlwtaces™ Badd and entod e names of sovwal
mebvork intmifac s meperaled by spaces You can s tsn VLAN noision INTINPACT VLA (0§ wthi .1

Common Configuration

il Sy Advanced Setings Phywk it Saltieaps Firwentl Salliege
Stins & Uptime: 279 55m T
tedan MAC. Addrosa: AC 6674 36 78 40

RX 69579 K3 (9703 Phay )
TX. V5537 KB {5594 Pxis
Pwd; 192 168 1122

IPv6: FOBD SDED EEL 162

Prosacel St atkdmee v

Pvd addean 100 164 1

4. Select the 'Physical Settings' tab

) OpesiWint - irtertaces - Ly %

- cCHn 19216811 b 54 TAI0AeILAOBOIS Tadk ! (4151 " . TP

Interfaces - LAN

On this pege you can canfigoms the notwork imerfaces You cam bricge sevoral morfaces by licking B “bridge intarfaces” fiald ans ardar the names of several
patwork Moraces separated by spaces. You can also wse VLAN nefation INTERTALE VUMK (00 wtho. L)

Common Configuration

Cewaisd Salin Advant we Sesngs iy i Galling Frowal Gwnngs

Bridgw iremfaces & @ cremen a Midge over spacifisd rledacey )

Enatie STP © Enatim the Sparming Tree Protocel on this bridge
Wadaze & ) Fenemat Adaprer “andr” lan
witi) Adajt s
a Wi w i Mastet ettt (o
d e i Master “Oparf &

) Opertirt rterbucns < Lo %

&« Cf 19218311 IS Ktk =54 Tl 204w CLBOGDIS 7adc cAlat 591 b/ otk Ogm =

Interfaces - LAN

On ihis poge you cas conligum the st Nlectaces You can bridge sevend intadeces By tching tha “beidos It ncie™ fehd and enldr the narmc of sevend

oatwork nfactacen separaind by spaces You can sag use VIAN notation INTERFACT VLA (g »the,)

Common Configuration

Gerorst Setup Aavanced Settngy Vinsical Sutting Firowall Settingy

Hddge imedaces ¥ @ owates a tridge over speciled intarface(s)
Eratin 37P © Esating the Spenting Tree Protoca on this heidpe

Intartace > Cihemat Adaptir ~end” Jan

<

* Effriet Adaglie "W

v
-
v ® Widess Netmork . Maste “OpsdW" (lan
v

# Wharters Networs: Mastn poodWt” {lan




Scroll to bottom of page and click 'Save & Apply'

@ Openiwit < intetaces <1u x § %
C N 19216811/
OpenWrt

A0 NEESH ON

Ignore interface @ Dizable DHICP for this intarface

Start 100

0 Lowes! leased address 2= offset from the network address

Limn

© Maximum number of leased addresses

Leasstime 12h

@ Expry time of lsasad addresses. minimum is 2 minutes (2s )

] Back 10 Overyiow Save & Apply m

Powered by LuCl (gt-15 248 30277
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5. Turn on the 2.4GHz and 5GHz wifi

1. Under 'Network' menu select '"WiFi

& Open'Wit - Interfaces - Lu X
« C & | [)192.168.1.1/cql-bin/lucifstok « 5474904 2e0hAGB01S 7adc c4fals 91 bo/admin/natwark/natwork . 57| £ %U
OpenWrt } UNEAVEUTIRESEER AUTO 5L 31 ON

Interfaces - LAN

On this page you can configure the netwaor
network interfaces separntod by spaces Y

soveral interfaces by ticking the “brdge interfaces” field and entor the names of saveral
jon TNTERFACE . VLANNR (0.9 wthd 1)

Common Configuration

General Satup Advanced Sattings Firewall Seltings

fBrdge interfaces @ @ creates a brdgs over specified Interfacs(s)
Enable STP @ Enables the Spanning Tree Protocol on this bridge

Interface

& Ethamel Aduptor “sthil” (lan

b4
W 7 Ethemel Adupter "sth1® (lan
v
L 4

lt) OpenWrt - Wifs - LuCl
€«2>2CnH 192.168.1.1 /¢ -bin/luci Fstok =54 7904 me0bATBLIS 7 adc c4fa 1591 bi/admin/natwor kAwl 7 0 By @
OpenWrt

Wireless Overview

3 Generic MACB0211 802.11bgn (radio0) g Scan A Add
oA Weskoes i st 1t o & e (@ _Em |[@ avors
s Atheros AR9580 802.11an (radiof) @ Sean 0 Axd
ui :.SLDQW“.;\I::? :e\’:d:iq ~ # Ensble ) Eat ] Remove
Associated Stations
SsiD MAC Address 1Pv4. Address Signal Noiso RX Rato TX Rato

No information avadabla
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2. The 802.11bgn (radio0) is the 2.4GHz WiFi, 802.11an (radiol) is the 5GHz WiFi. Click on Edit next to the (radio0)

® Openwit-wih- Ll w Y
€« CH 192.168.1.1 47048 0A0BNS Tadct cuf : > =
OpenWrt NEAREICIAREER A AL W o [

Wireless Network: Master "OpenWrt" (radio0.network1)

The Device Configuemon section covens physical settngs of the radlo hwdware such ss chammel Sanamit power or amtenng selaction which e shared smang ol
defined wiraless natworks (M the rado hardenre fs multiSSID capable) Per network settings fke encrypticn o opention made are geouped in the Intev'ace
Configurates

Device Configuration

avanced Setings

Siotus ~ o
Colecting dats
os

Widdean netwndd s e adled @ Enatie

Made Channal Vihdth
Opecating frequency F N2 My T M e
Teannmet Power B i 163 W) v
& dBm
Interface Configuration
weel Sebug Wiwhens Swcurily MAC-Fitwt
ESSH
Mode | Access Point =

[ N Nl g

& 5 -

3. Under 'Interface Configuration' you can change your SSID to your team number (in this example we are using team
9999), if you wish to make this a secure connection, you can click on the 'Wireless Security' tab and use your desired

encryption. Click on 'Save & Apply' at the bottom of the page.

® OpenWrt-Wifi-LuCl  x § 1
C # (3 192168.1.1/cqi-bin/luci/stok =547d904ee0b6ABL 5 T 3dc cAfal 591b6/admin/network/wireless/r 771 ] By @ B

OpenWrt

Generad Selup Witehesn Security MAC-Filtor
ESSID %9
Mode e=s Poln ¥
Network v n 2 a8

@ Choose the network{s) you want 1o attach 1o this wireless Interace of fill out the create fleld 1o define a new network
Hide ESSID

WMM Mode @

(] Back to Overview Save & Apply
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4. Next you can click on the 'Enable' button next to (radio0) to turn on the 2.4GHz.

& Opeawnt - Wi « LuCl

x LY
- (o} 4 192.168.1.1/cal-bin/lu ok =54 7d90 s ObH0B0LIS T 4121591 b6/ admin/netwark Avirel e wedll =5 %r{ =
AN AN Auvio s snon [

Wireless Overview

e Generic MAC80211 802.11bgn (radio0) @ Scan 83 A
@ SSID: 9999 | Mode: Master = ) . T —
0% Winiess s disabled or nod asseciafed Lo En-)ble‘ A B Remove

\
[ Activate this netwark |

™) Atheros AR9580 802.11an (radio1) @ Scen 3 Add
@ SSI0: OpanWirt | Mode: Master = > :
0% Wireless i disabled or not associaled & Enable 4 Edt & Remove
Associated Stations
SSID MAC Address 1Pvd Addrass Signal Noise RX Rate TX Rate

No information avadable

Powered by LuCl (g-15 248 30277-3835045) | OpeniVn Chaos Calmer 1505

& Openirt - WA - LuCl x g
<« C “ 1) 192.168.1.1/cqi-hinuifst 474904 ea0hA0OBDS 7 adet cAfa15T1 b6/ admindnetavork /wirel a rds % m =

OpenWrt

Wireless Overview

= Generic MAC20211 802.11bgn (radio0) B Scmn £ Add
= Channel: 11 (7 462 GHx) | Bitrate: 7 Mbit/s —

SSI0: 9999 | Mode: Master

0% BSSID: AC 86 74 36 78.82 | Encryption: None @ Oste /|18 EN i), Remove
- Atheros AR9580 802.11an (radio) @ Scan G Add
& SSID: OpenWit | Mode: Master = =
0% Wireless s disabied or nof sssociated £..Cntle & Ed &) Remove
Associated Stations
SSID MAC Address IPv4 Address Signal Nolse RX Rate TX Rate

No mnformation avaiable
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5. To setup the 5GHz band, you can do the same procedures on the (radiol) section.

@ Openwrt-wih-Lutl »
€« C 8 | [ 19216811 03 -binylucl/istok =54 Td204eelbaOBLSS Tadc ) cAfa1 5T ba/sdmin/network/wireless Yyl & %:1

AUTT RETRE 31 OM

OpenWrt

Wireless Overview

Q Generic MAC80211 802.11bgn (radio0) & Sean a Ak
Channel: 11 (2 862 Gz | Blteato: 72 2 Mbit's
A SSID: 5999 | Mode: Masis ‘
100% BSSID: AC 86 7426 78 &2 | Encryption: Nonw @ Dl B, Ea Bl Remove
Q‘ Atheros ARS580 802.11an (radio?) § Sean 3 Add
- Channel: 36 (5 180 Gz | Bitrate: 7 Mbit's =
SSHD: 9595 | Moda: Master — AT
w BSSID: AC 86 74 35 7890 | Encryption: Nane @ Disstle I8 E 85 femove
Associated Stations
SSID  MAC Address IPvEAddiess Signal Noéss RX Rew TX Rate
4 999 TAES08OF ABES 192 168 1,189 29d8m  -BadBm 722 MRUs MCS 7 20MHz 722 Mbis, MCS 7. 20MHz
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6. Change radio IP address to match FRC team number scheme

1.

2.

Click on 'Interfaces' under the 'Network' menu

#) OpenWrt - Wi - LuCl
€« (I
OpenWrt

*
119216813 bitviuciZstok=5474904 44

Intesfaces

Wireless Overview

> Generic MAC80211 80
e Channel: 11 (2. 252 GHz} | B
4 SSID: 9999 | Mode: W
100% BSSID: AC 85 74:35.78
- Atheros AR9580 802.11an (radio1)
= Channsl; 36 (5 180 GHz) | Bitrate: 7 Mbit/s

SSID: 9999 | Mode: Master
0% BSSID: AC 86 74 36 78 90 | Encryption: Nong

Associated Stations

SSID  MAC-Address IPvd Address Signal
4 58 T4 E5 0B DF AB E6 192.168 1.180 2 Bm
38,15 248

Proswend by | 1201 FAWRIA) | Omean'dint Chaoe Calmee 15 015

i& OpenWrt - Interfaces - Lt

€«>2CH

19216811 luci Stk

Interfaces

Interface Overview

Network Stalus

Uptime: 28h 17m 225
MAC Address: AC 8674 36 78 80
Flzsae) RX: 139 MB (18432 Pkts |
3% TX 213 M8 (11508 Plas )
IPvA: 192,168 1 124
IPv: FDBD 5D60.EE 1 1/60

LAN

24 Add naw interface

Global network options

IPvG ULA-Prefix

fdbd Sd6d Deel /48

@ Disable

Noise RX Rate
83 dBm 722 Mbtis. MCS 7, 20MHz

@ Scan
& Edn
G Scan
| & Edn
TX Rate

u

[*

58 5 Mbtis MCS 6

Add

Hamove

Add

Remoye

20MHz

Actions

» Coonect @ St

D%’ﬂ

Delets




3. Change the IP address to 10.xx.yy.1 (xx = first two digits of team number, yy = last two digits of team number)
a. Use 4 digits total, so leading zeros for teams under 1000, Example: Team 23 = 0023

& OpenWiet - bnterfaces - Ly x

« CnHN 19216811

OpenWrt

Interfaces - LAN

On this page you can configure the network interfaces You can bidge severnl intetlaces by ficking the "beidge interfaces™ fisdd and enter the names of sevenl
retwork Infsrfacas separated by spaces You can also use VLAN notafion INTERFALCE . VLANNK (& g =tho.1)

Common Configuration

ol Agvanced Satlings Physical Sattings Firemall Settings

Status & Uptime: 24h 19m 318
brian MAC Address: ACB5 7436 78 80
RX: 1 47 MB (19492 Phts )
TX 226 NG (12220 Pits )
Pvd: 152 168 1 V24
Pyl FOBO 5060 EEY 1760

Prolecol Static addiess v
IPv4 addioss 0 9999
IPv4 natmask 255 265 255 v

Pvd gateway

4. Click 'Save & Apply' at the bottom of the page.

5. The web interface will no longer connect to the radio at this point as it's now at a different IP address. And the PC
needs to be assigned a new IP address to match. Unplug the Ethernet cable and plug it back in.

6. After the LED is in the blinking state, in the URL bar, enter the IP address you just changed the radio to, in our
example 10.99.99.1

7. Enter the password you setup earlier to get back into the settings.



